IHopsaaok K1ecTBUH 110 00€eCIIeYeHUI0 0€30MACHOCTH 00bEKTOB KPUTHYECKOU HH(POPMALMOHHOU HH(PPACTPYKTYPHI H
TEXHUYECKOM 3aUTHI HH(POPMAIMHA B OPraHAX roCyAapCTBEHHOM BJIACTH U OPraHU3ALMAX MPH peaau3alum yrpo3 0e301macHOCTH
UHpOpPMALMU THIIA KOTKA3 B 00CIy:KMBAHUMN

1. UudgopmupoBanme

1.1. ITpourdopmMupoBaTh PyKOBOJICTBO
oprana (opranuzaiun) o hakre
3a(UKCUPOBAHHON KOMITBIOTEPHON aTaKu U
OIIpEeAEIUTh JINLA AJI1 PEarupoOBaHus Ha
WUHIUACHT

1.2. Cooburuthk 06 atake B HKIIKHW ®Cb
Poccun, ®CTOK Poccuu B cpoku,
YCTaHOBJICHHBIE HOPMATHBHBIMU
MIPABOBBIMHU aKTaMH

1.3. OnoBecTuTh paOOTHUKOB OpraHa
(opraHu3anuu) 0 CUTyaluu u
MPOUHCTPYKTUPOBATH UX O MEpax
0€30MacHOCTH

i 2. BoigBJIeHHE U AHAJIN3

2.1. Onpeaenuth HHPOPMAITMOHHBIH(BIC)
pecypc(bl) oprana (opraHu3aium), Ha
KOTOPBIN OCYIIECTBIISIETCS aTaKa THUIIa

«paclnpenenéHHbld 0TKa3 B
obcmyxuBanun» (DDoS) u crenenp
JECTPYKTUBHOTO BO3JICHCTBUS

2.2. Onpenenuts nepedeHs [P-agpecos, ¢
KOTOPBIX OCYILECTBIISIOTCS
MHOYKECTBEHHBIE OOpAIICHUS K
MH(POPMALMOHHOMY peCypcy opraHa
(opranuzauun)

2.3. Onpenenuts Tunt DDoS-aTaku
(mampumep, UDP flood, SYN flood, HTTP
flood u 1)

2.4. BoIaBUTb 3aTpOHYTHIE (TIOCTPAAABIIHE)
CEPBUCHI K HHPPACTPYKTYPY

3. HeidTpasmm3auust

3.1. 3abnokupoBats [P-ampeca,
y4acTBYIOIIME B aTake MMyTeM HACTPOHKH
IMpaBUJI MCKCETCBBIX OKPAHOB U CUCTEM

[pEIOTBPAIICHUS BTOPKCHUI

3.2. Ot¢unpTpoBaTh BpeIOHOCHBIN Tpaduk
JI0 €T0 MOMaJaHMsI Ha CepBEPa, UCIIOIb3Ys
MIPOKCH-CEPBEPA U MEKCETEBBIE IKPAHBI
YPOBHS BEO-TPUITOKCHHIA

3.3. [Ilpumenuts reo-IP duabTpamnmro 1is
O610kupoBKH Tpadduka U3 aTaKyrOUIX
PETHOHOB

3.4. O6paruthbcs K IpoBaiiiepy
TEJIEKOMMYHHUKAIIMOHHOW CETH TI0 BOIIPOCY
OYHCTKHU CETEBOTO TpaduKa Ha YPOBHSIX
L3,L4ul7

3.5. Mcnonp30BaTh pe3epBHBIE KaHAJBI
CBSI3U JJIs1 00€CTIEUEeHUsI HETIPEPBIBHOCTH
pa6OTI)I KPUTHYCECKHU BAXKHBIX CEPBHUCOB

3.6. O6parutbes k nunensuatam GCTOK
Poccum, a Tarxoke K opraHu3aIysim,
SIBIITFOIIUMCSI aKKPETUTOBAHHBIMH

unenrpamu ['ocCOIIKA, 3a KOHCyJIbTanuen
¥ OKa3aHUEM YCIIYT [0 HEUTpaIn3aiuu
aTaK TUTA «PaCIPeeIEHHBIN OTKa3 B
obciyxuBanuny (DDoS)

4. BzaumopaeiictBue =

4.1. IloaroToBUTH U PACIPOCTPAHUTD
“H(pOpMAIIIO BHYTPU OpraHa
(opranuzaiumn) 0 COCTOSTHUN
MHQPACTPYKTYPHI U 0’KUJAEMOM BpEMEHU
BOCCTaHOBJICHUS

4.2. YBeIOMUTb 3aUHTEPECOBAHHbIEC
CTOPOHBI O BO3MOKHOM BIIUSTHUU
WMHIIUJICHTA HA UX MPOIECCHI U
PEOCTaBUTh HHPOPMALIUIO O MEPaXx,
MIPEeANPUHUMAEMBIX JUIS €70 YCTPAHEHHS

4.3. IToarotToBuTh HHGOPMAITMOHHOE
COOOIIEHNE C OTMMCAHUEM CUTYAIHH,
MIPUHUMAEMBbIX
Mepax U PEKOMEHIALUAX ISt
3aMHTEPECOBAHHBIX CTOPOH (110
COTJIACOBAHUIO C PYKOBOJICTBOM)

4.4. CooOmuTh 0 X0/1€ U pe3yIbTaTax
paccienoBaHus aTaKH U MPUHATHIX MEPax B
HKIOKHU, ®CTIK Poccun

5. IlsianupoBanue

5.1. Pa3zpaGoTtaTh ¥ BHEAPUTH MEPHI 10
COBEPIIICHCTBOBAHHIO CHCTEMBI 3aIIUTHI
Ha OCHOBE Pe3yJIbTaTOB MPOBEIEHHOTO
aHaJM3a JUTsl TOBBIICHUST YCTOWIHBOCTH
OpraHu3aly K Oy IyIIMM aTaKkam

Mepsl,

O0o03HaUECHUSA
Oransl HEUTpaIu3aluy yrpo3 6€30nacHOCTH HHPOPMALIUU

HaITPpaBJICHHBIC
0€30IMacHOCTH I/IH(i)OpMaI_[I/II/I THUIIAa «OTKa3 B O6CJ'Iy>KI/IBaHI/II/I»

Ha  HeWTpamu3aluio  yrpos

* Peanu3anus yka3aHHOTO MOPSAKA HE JIOJDKHA MPOTHBOPEYUTH MEPOIIPUSATHSIM, TIPElyCMOTPEHHBIM [1I1aHOM pearnpoBaHus HA KOMIILIOTEPHBIE WHIIHJICHTHI, pa3pad0TKa U peann3alus KOTOPBIX MpeycCMOTpeHa HOpMaTHBHBIMH TipaBoBbiMU akTamMu ®CB Poccnn



IHopsaaok 1ecTBUH 1O 00eCIeYeHUI0 0€30MACHOCTH 00bEeKTOB KPUTHYECKON HHPOPMALIMOHHOU HHPPACTPYKTYPHI
U TEXHUYECKOH 3aIIUThI HHPOPMALIMM B OPraHax rocyAapCTBEHHOM BJIACTH U OPTaHU3ALUAX MPHU peaaTn3auum
yrpo3 0e3onacHocTy MH(popManu, CBA3AHHbIX C BHEAPEHUEM HEKeJIATeJIbHOI0 KOHTEHTA HA HH()OPMAIMOHHOM pecypce

1. UudopmupoBanme

1.1. ITpounhopMHUpPOBATH
PYKOBOJICTBO O (paKTe
3a()UKCUPOBAHHOW KOMITBIOTEPHON

= 2. BoisgBJiicHUE ¥ AaHAJIN3

2.1. IIpoananu3upoBath (hailsiel 1
0a3bl TaHHBIX IS OTIPEIeIICHHS

>

3. HeitTpasmm3auust

3.1. OTKIIIOYHUTH 3aTPOHYTHIE

—>

4. BoccTaHnoBJieHHEe

4.1. B cmydae HEBO3MOKHOCTH

>

5. BzaumoaeiicTtBue

>

6. IlnannpoBanme

aTaKWu U OMPECACIMTD JIMa JJIs1
p€arnpoBaHd Ha MHIIUICHTEI

1.2. Coobmuts 00 atake B HKIIKH
®CB Poccun, ®CTOK Poccuu B
CPOKH, YCTAaHOBJICHHBIC
HOPMAaTHUBHBIMH TIPABOBBIMU aKTaMH

1.3. OnoBecTuTh pAOOTHUKOB O
CHUTYaIlMU U TIPOUHCTPYKTUPOBATh
HX 0 Mepax 0e30MMacHOCTH

* PeaJ’II/ISaL[I/IH YKa3aHHOTI'O IMOpAAKa HE JOJDKHA IPOTUBOPCUYNUTHL MECPOIIPUATUAM, ITPEAYCMOTPCHHBIM [Lranom pcarupoBaHuis Ha KOMIIBIOTCPHBIC NHIHUCHTHI, pa3pa60TI<a " pcajindanus KOTOPhIX NPCAYCMOTPCHA HOPMATUBHBIMU ITPABOBBIMU dKTAMHU ®Cb Poccun

BHECEHHBIX U3MEHEHUN

2.2. IIpoananu3upoBaTh *KypHaJIbI
COOBITHIA BEO-CcepBEpa M CUCTEM IS
BBISIBJICHUA UCTOYHHUKA U METOJ0B

MPOHUKHOBEHUS

2.3. [IpoBepUTHh BHEUTHIOKO
HHPPACTPYKTYPY, MIIArUHbI, TEMBI,
CYETYMKHU U APYrHe KOMIIOHEHTHI
BeO-pecypcoB Ha HAIMYNE U3BECTHBIX
YA3BUMOCTEN

2.4. Vcnionp30BaTh aHTUBHAPYCHOE
MIPOTpaMMHOE OOeCIIeUeHIE ISt
BoisiBieHus BITO

2.5. 3aI0KyMEHTHPOBATH BCE JIETAIH
WHIMJICHTA, BKIIOYAast BpeMs,
00CTOSITETLCTBA aTaKU U
MpeoJiaraeMbie 1eJIn
37I0yYMBIINUICHHAUKOB

CHCTEMBI OT CETEBBIX COCINHEHHM,
YTOOBI MPEIOTBPATHTD AabHEHIIICe
pacrpocTpaHeHHe BPeIOHOCHOM
AKTHUBHOCTH M 3allIATUTH OCTAILHBIE
CErMEHTHI CETH

yaanenus BIIO BoccTaHOBUTH
OIICPAIMOHHBIC CUCTEMEI U TaHHBIC
H3 TIOCJIETHUX 0€30MacHBIX
PE3EpPBHBIX KOMUH, MPOBEPEHHBIX HA
OTCYTCTBHE BPEIOHOCHOU
aKTUBHOCTU

3.2. [lepeBecTr Bce MOPAKECHHBIE
PECYPCHI B PEXKHUM TEXHOJIOTUIECKOTO
00CITy>)KUBaHHUS, YTOOBI MPOBECTH
JIMaTHOCTHUKY U BOCCTaHOBJICHHE 0€3
pHCKa JJIs1 TTOJIb30BATENeH M JAHHBIX

3.3. 3a0J10KHMpPOBATh BCE BHEIIHUE

COCIMHEHHMS JJIS PEIOTBPALICHUS

JATBLHEHIITHX MOTBITOK
MIPOHUKHOBCHUA

3.4. HemensieHHO U3MEHUTH MAPOIH
BCEX YUETHBIX 3aIUCeH. Y OeauTcs,
YTO BCE CTAPhIE CECCHU OBLTH
3aBEpIIEHbI, YTOOBI IPETOTBPATHTH
JOCTYII II0 YCTapEBIINM YYETHBIM
JAHHBIM

4.2. Ilpu HEBO3MOKHOCTH
BOCCTAHOBJICHUS TAHHBIX U3
PE3EPBHBIX KOIHIA PACCMOTPETh
BO3MO>KHOCTb MTPHUBIICYCHUS
OpTraHM3AINAY JINIIEH3AATOB U3
nepednst pekoMeHaoBaHHbIX DCTIK
Poccun nny mocTaBIimKa
AHTHBHUPYCHOTO CPEICTBA 3aIIUTHI
JUTSI BOCCTaHOBJICHUS
PaboTOCIIOCOOHOCTH
WH(POPMAITMOHHOTO pecypca

4.3. OOHOBHTH BCE IPOTPAMMHOE

o0ecIe4eHue U yCTaHOBUTD
MOCIICTHAE OOHOBIICHHS
0e30MMacHOCTH IS BCEX

IIpOrpaMMHBIX KOMITIOHEHTOB

5.1. IloAroToBUTH U PaCIpOCTPaHUTh
WH(OPMAIIIO BHYTPH OpTraHa
(opraHu3aIn) 0 COCTOSTHAN
UH(PPACTPYKTYPHI ¥ O’)KUAAEMOM
BPEMEHH BOCCTAHOBJICHUS

5.2. O0OpaTUThCS K JTUIICH3HATaM
®CTOK Poccun, a Takxke K
OpraHU3aIUAM, SBIISIOIIIMCS
AKKPCAUTOBAHHBIMU LICHTPaMHU
I'ocCOIIKA, 3a KoHCyIbTaIIUEN H
OKa3aHMEM YCIIYT 10 PaccieOBaHHIO
I/IHIII/IHCHTQ

5.3. YBenOMUTH 3aMHTEPECOBAHHbBIE
CTOPOHBI O BO3MO>KHOM BIITHSTHHH
WHIMJCHTA HA UX IPOLECCHI U
NPEIOCTaBUTh HH(POPMALUIO O
Mepax, IPEAIPUHUMAEMBIX IS €T0
yCTpaHEHUS

2.6. llepen ynanennem BIIO u3
3apa)KEHHBIX CUCTEM COXPaHHUTh
00pa3ibl BPeIOHOCHOTO KOJIA UITH
IPYTUX AaHHBIX, A1 JaTbHEHIIEro
aHaJM3a U pacciefoBaHus. OTU
00pas3Ibl JOJDKHBI OBITh
H30JIMPOBAHBLI U XPAHUTHCA B
Oe3ormacHo cpefe

JaHHBIC 3allIUIIICHBI OT W3MEHCHHH U

2.7. CoxpaHUTb KypHAIIbI COOBITHIA
(ceTeBble JIOTH, AaMIIbI TAMSITH,
CHUMKH 3KpaHa U JpyTve JaHHbIE),
KOTOpPBIE MOTYT OBITh TTOJIC3HBI IS
paccienoBaHusi. Y O€AUTECS, YTO

JOCTYTIHBI JUTSI TIOCIIEAYIOIIETO
aHaJIn3a.

3.5. [IpoBecTu MpoBEpPKY BCEX
YUYETHBIX 3alKCel Ha MpeIMeT
BBISIBIICHHS U yTAJICHUS
HECaHKLIIMOHUPOBAHHBIX UJIH
CKOMITPOMETHUPOBAHHBIX aKKAYHTOB,
a TaKOKe YUETHBIX 3aIHCeH, I
KOTOPBIX OCYLIECTBISIIOCH
MOBBIILICHUE TPUBUIIECTUI

pecypcsl Ha MPEAMET aHAIOTHYHBIX

3.6. [IpoBepuTh BCE CMEKHBIE

aTakK, JaX€ €CJIM OHU HE ObLIN
HEMOCPEACTBCHHO 3aTPOHYTEI

3.7. [IpoBecTH MONHYIO IPOBEPKY
BCEX CHUCTEM U JIaHHBIX C
HCIOJIb30BAaHUEM aKTyaJIbHBIX
AHTHBUPYCHBIX 0a3 aysi
00HapyKECHUS U yJaJICHUS

BO3MOKHBIX BPEIOHOCHBIX IIPOrPaMM

5.4. IloaroToBUTH HH)OPMALIMOHHOE
COOOIIEHUE C OIIMCAHUEM CUTYyallUH,
MIPUHUMAEMBIX
Mepax 1 peKOMEHIAIVSIX A
3aMHTEPECOBAHHBIX CTOPOH (T10
COIJIACOBAHMIO C PyKOBOJCTBOM)

5.5. CooOmHMTh 0 X0/€ U Pe3yIbTaTax

paccCieaoBaHus aTaKu U IMMPUHATHIX

mepax B HKIIKU, ®CTOK Poccun

6.1. Pa3paboTath 1 BHEAPUTH MEPHI 10
COBEpIICHCTBOBAHHUIO CHCTEMBI 3aIIUThI
Ha OCHOBE Pe3yJIbTaTOB IIPOBEJECHHOIO

aHaJn3a Ui NOBBIIICHUS
YCTOMYHMBOCTH OpTaHU3aLMH K
OyayIIuM aTakam

O0o3HaUeHUS

DrTanbl HEUTpaIU3aluy yrpo3 0e30MacHOCTH HHPOPMALIUU

Mepsl,

HaIlpaBJICHHBIC Ha HeI>'ITp aJIN3alluI0

Oe3omacHOCTH HMH(OPMAIIUM, CBSI3aHHBIX C BHEAPECHUEM
HEXKEJATeILHOT0 KOHTeHTa Ha MH(OPMAITHOHHOM pPecypce

yIrpo3




Iopsaaok 1eCTBUH 110 00eCIIeYeHUI0 0€30MACHOCTH 00bEKTOB KPUTHYECKOH HHPOPMANMOHHOU HHPPACTPYKTYPHI U TEXHUYECKOM 3aLUTHI
UH(POPMALUU B OPraHax rocyJapCcTBEHHOM BJIACTH U OPraHU3ALMAX MIPU peau3aluu yrpo3 0e30nacHocTu HvHGpopMauum, CBI3aHHBIX €
HECAHKIMOHUPOBAHHBIM JO0CTYIIOM K 3alnuinaeMoi nHgopmMmauuu

1. MudopmupoBanue

—P 2. BoigBjIeHHE U AHAJIN3 —P

1.1. IIpoundopmupoBaTh
PYKOBOJICTBO OpraHa
(opranmzanun) o gakre
3a(huKCUpOBaHHOM
KOMIIBIOTEPHOM aTaku 1
OTIPENIEIUTB JINIA JUIS
pearupoBaHus Ha UHIUICHTHI

2.1. Onennrs Macmrad u
KPUTUYHOCTH YTEUKHU JIaHHBIX,
OIIPEETINTh, K KAKUM JTaHHBIM

ObUI IOTY4EH
HECaHKIIMOHUPOBAHHBIN TOCTYTI

1.2. CooOmuTh 00 aTake B
HKIOKH ®CBb Poccun,
OCTIK Poccun, Pockomuamzop
(B cimyuae yreuku [1][H)

B CPOKH, YCTaHOBJICHHBIE
HOPMAaTUBHBIMH MTPABOBBIMHU
aKTaMH

2.2. 3a0KyMEHTHUPOBATh BCE
JIeTaJIi MHIMJICHTA, BKITFOYast
BpeMsi, 00CTOSITENILCTBA aTaK! U
IpeAroIaraeMple IeH
3JI0YMBIIIJICHHUKOB

3. Heiitpajmm3zanus i

4. BoccTanoBJieHHNE '

5. B3zaumojaelicTBue -

6. IlnannpoBanue

3.1. OTKITIOYNTH 3aTPOHYTHIE
CHUCTEMBI OT CETEBBIX COEIMHEHU,
9TOOBI IPEIOTBPATUTH
JlabHEHNIIee pacpoCTPaHEHNE
BpPEIOHOCHOW aKTUBHOCTH U
3aIUTUTH OCTATIbHBIE CETMEHTHI
CeTH

4.1. B cmyyae HEBO3MOKHOCTH
yaanenust BIIO BocctaHOBUTH
OTIEpPAITUOHHBIC CHCTEMBI U
JaHHBIE U3 TIOCIEAHUX
0€30MacHbBIX PE3EPBHBIX KOMUH,
MIPOBEPEHHBIX HA OTCYTCTBHUE
BPEIOHOCHOW aKTUBHOCTH

1.3. OnmoBecTuTh PaOOTHUKOB

oprana (OpraHu3aIfu) O CUTyaIlu

Y TIPOMHCTPYKTHPOBATH UX O
Mepax 0e30MacHOCTH

2.3. Ucnonb30BaTh aHTUBUPYCHOE
MPOrpaMMHOE 00eCTICUeHHUE TSt
BeIsBIIeHUs BIIO, a Taxoke
MIPU3HAKOB OCYIIECTBICHUS
HECaHKIMOHUPOBAHHOIO JJOCTYTa

3.2. llepeBectu Bce mopakeHHbIE
PECYpCHI B PEKUM
TEXHOJIOTHYECKOTO
o0CTy>KMBaHUs, YTOOBI MPOBECTH
JTUATHOCTHKY U BOCCTAHOBJICHHE
0e3 pucKa JyIsl MoJIb30BaTeel u
JaHHBIX

* Peanmam/m YKa3aHHOTI'O IMMOpsAAKa HEC NOJZKHA TPOTUBOPEUYUTH MEPOIIPUATUAM, IPCAYCMOTPCHHBIM IInanom pe€arupoBaHrd Ha KOMIIbIOTCPHBIC MHIUACHTEI, pa3pa60TI<a U peajin3anusa KOTOPbIX NPEAYCMOTPECHA HOPMATUBHBIMHU IIPABOBBIMU AKTAMU ®CBb Poccun

2.4. Ilepen ynanenuem BIIO u3
3apa)KEHHBIX CUCTEM COXPAHHTH
00pa3iibl BpeJOHOCHOTO KOJa UITN
JIPYTHUX JTaHHBIX, JJI5
NaJIbHEUINIEro aHajIu3a u
paccienoBaHus. T 00pasibl
JOJIP)KHBI 6BITB I/ISOJII/IpOBaHBI nu
XPaHUTHCS B OE301IACHOM cpefie

2.5. CoxpaHHTh KypHAIIbI
COOBITHI (CeTeBbIE JIOTH, JAMITBI
aMATH, CHUMKH 3KpaHa U JpyTrHe
JIAHHBIE), KOTOPBIE MOT'YT OBITh
TIOJIE3HBI JJIS1 pacCiIeOBaHMUS.
YOenuThcs, 4TO TaHHBIE
3aIIMIIEHB! OT U3MEHEHUH U
JOCTYITHBI JJIS1 TIOCJIEYIOLIETO
aHaNM3a

3.3. U3sMeHuTh naposiv Bcex
YYETHBIX 3amuceil. Y 0euThes,
YTO BCE CTAPhIC CECCUH OBLITH
3aBEePIICHBI, YTOOBI
IPEIOTBPATUTH AOCTYII MO
YCTapeBIIUM YYETHBIM JTAHHBIM

4.2. IIpu HEBO3MOKHOCTH
BOCCTaHOBJICHUSI JJAHHBIX U3
pEe3EepBHBIX KON PACCMOTPETH
BO3MO>KHOCTB TTPUBJICUCHUSI
OpraHu3alNH JIMLIEH3UaTOB
OCTIK Poccum nnm
MIPOU3BOAUTENIECH CPEICTB
AQHTUBUPYCHOM 3aIUTHI IS
BOCCTaHOBJICHUS
nH(pOPMAITHOHHOM
UHGPACTPYKTYPHI U TAHHBIX

5.1.He miatuth BhIKYT
BBIMOTATEJISIM, TaK KakK 3TO HE
rapanTupyeT 6e€30macHOCTb
JAHHBIX U CITIOCOOCTBYET
JanbHENIIEeN NpecTynHON
JEeSTEIIbHOCTH

6.1 Pa3paboTaTh 1 BHEIPHUTH
MEpBI TI0 COBEPIIIEHCTBOBAHUIO
CHCTEMBI 3allIUTHl HA OCHOBE
PE3YNIBTATOB MPOBEACHHOTO
aHaJM3a IS TOBBIIICHUS
YCTOWYMBOCTH OpraHa
(opraHmu3zanmm) K aKTyaJIbHBIM
yrpo3zam 06e300acHOCTH

5.2.00patuThbcs K JIMIEH3UATaM
®CTIK Poccun, a Takxke K
OpraHU3aIHsIM, SBIISIOIIUMCS
AKKPETUTOBAHHBIMH IICHTPAMH
I'ocCOIIKA, 3a koHCyNbTaLMEN
Y OKa3aHHUEM YCIYT IO
paccie0BaHNI0 UHIMJIEHTA

3.4. IIpoBecTu nosHy0 IPOBEPKY
BCEX CHCTEM M JaHHBIX C
HCIIOJIb30BaHUEM aKTyalbHBIX
AQHTUBUPYCHBIX 0a3 st
OOHapy»XeHUs U yAaJIeHUs
BO3MOYKHBIX BPEIOHOCHBIX
IIPOrpaMM

4.3. OGHOBUTH BCE MPOTPAMMHOE
obecrieueHne U yCTaHOBUTH
MOCIIeHIE OOHOBICHHUS
0€30I1aCHOCTH TSI BCEX
MPOrPaMMHBIX KOMITOHCHTOB
MPEBAPUTEILHO TPOTECTUPOBAB
UX paboTOCTIOCOOHOCTh U

5.3.Co0o01muTh 0 X0I€e 1
pe3yybTaTax pacclieJOBaHUs
aTaKW W MPUHATHIX MEpax B
HKIIKH, ®CTOK Poccumn,
Pockomuamzop (B cimyyae yTeuku

I1]TH)

COBMECTHUMOCTbD

3.5.I1poBecT MpoBEPKY BCcex
YYETHBIX 3alUCceil Ha TpeIMeT
BBISIBJICHUSI U y1aJICHUS
HECaHKIIMOHUPOBAHHBIX MU
CKOMIIPOMETHPOBAHHBIX YUETHBIX
3aMmmcei, a TakKe yUeTHBIX
3aIMCe, 111 KOTOPBIX
OCYIIECTBIISIIOCH TTOBBILIICHHUE
NPUBWJIETHI

O0o3HauyeHus

Dranbl HeUTpanu3aluu yrpo3 0e30MacHOCTy HHpOpMaIuu

Meppl, HampaBlieHHbIE Ha
CBSI3aHHBIX C

3amuiaeMoi naopmau

HEUTpaM3aIo  yrpos,

HCCAHKIIMOHUPOBAHHLIM  AJOCTYIIOM K




IHopsaaok nelicTBUH MO 00eCeYeHUI0 0€30IACHOCTH 00bEeKTOB KPUTHYECKOH HHPOPMANNOHHOU HHPPACTPYKTYPHI U TEXHUYECKOMN 3AIUTHI
HH(OPMAIUU B OPraHax rocyIapCTBEHHON BJIACTH M OPraHU3ANUAX P Peajin3aluu Yrpo3 0e30acHoCcT nHGopManum,
CBAI3AHHBIX C BHEJAPEHHEM BHPYCOB-IIH(PPOBATILINNKOB

1. UugopmupoBanue

1.1. IIponnhopmMupoBaTh

- 2. BoigBJ/ieHHE ¥ AaHAJIN3

2.1. BBIIBUTE 3apa>k€HHbIE FIIEMEHTBI

>

3. HeiiTpajam3auusi

4. BoccTaHoBJIeHHE

-

5. BzaumojaeiicTtBue

>

6. Il.1anupoBanue

PYKOBOJICTBO OpraHa (OpraHHu3aIim) o
(hakTe 3a)MKCUPOBAHHOM
KOMITBIOTEPHOU aTaky U OTIPENIEITUTh
JIMIA [Tl pearupoBaHus HA WHIIAICHT

1.2. Coo0buruth 06 atake B HKIIKHA
®CB Poccuu, ®CTIK Poccuu B
CPOKH, YCTaHOBJICHHBIE
HOPMAaTHBHBIMH IPABOBBIMU aKTaMH

“H()OPMAITMOHHON HH(PACTPYKTYPhI

(TIepcoHaNbHBIE KOMITBIOTEPBIL,
cepBepa, CErMEHTHI CETH) OpraHa
(opranuzaium), a TakKe 3aTPOHYTHIE
JaHHBIE

3.1. OTKIIIOYHUTH 3aTPOHYTHIE CHCTEMBbI
OT CETEBBIX COEANHEHUH, YTOOBI

NpEIOTBPATHTh JaNbHEHIIee
pacIpocTpaHeHHe BPeJOHOCHON
aKTHBHOCTH M 3aIUTUTH OCTAJIbHBIC
CEIMCHTbBI CETHU

4.1. B cnydyae HEBO3MOXHOCTHU
ynanenust BIIO BoccTaHOBUTH
OTIepaIIOHHBIE CHCTEMBI U JAHHBIE U3
MOCJICAHUX 0€30MaCHBIX PE3EPBHBIX
KOIHi1, MPOBEPEHHBIX HA OTCYTCTBUE
BPEIOHOCHOM aKTHBHOCTH

1.3. OnoBecTuTh PaOOTHUKOB OpraHa
(opranu3zaium) o CUTyaluu u
MPOMHCTPYKTHPOBAThH UX O MEpax
0e30macHOCTH

2.2. 3a0KyMEHTHPOBATh BCE ACTAIIN
MHIWJCHTA, BKIIIOYas BpeMs,
00CTOSITENILCTBA aTaKU 1
MPEAIOJIaraeMble LENH
3710yMBIIIIEHHUKOB

2.3. Ilepen ynanenuem BIIO u3
3apakKCHHBIX CHCTEM COXPaHUTh
00pasIbl BPeIOHOCHOTO KOJIa HITH
JIPYTHX NAaHHBIX, JUIS JaJIbHEHIIIEro
aHaJlN3a U PacciieIOBaHUs. JTH
00pasIbl JODKHBL OBITH U30JUPOBAHBI
W XpaHUThCS B O€30MAacHOH cpeie

2.4. CoXpaHUTh KypPHAITBI COOBITHI
(ceTeBBIE JIOTH, TAMIIBI ITAMSTH,
CHUMKH DKpaHa U IpyTHe TaHHbIC),
KOTOPBIC MOTYT OBITh TTOJIE3HBI JJIS
pacciiefioBaHus. Y OSAUTHCS, UTO
JTAaHHBIC 3AIMUIICHBI OT H3MCHCHUN U
JOCTYITHBI JUUISI TOCIIEYOIIETO
aHam3a

3.2. 3anpeTuTh NOAKIIOUYEHUE
BHEIITHUX MAITHHHBIX HOCUTEIICH
UHGOPMAITUH K 3apaKCHHBIM
MIEPCOHAIBHBIM KOMITBIOTEPAM,
CepBepaM M CETMEHTaM CETH OpraHa
(opraHuzanum)

3.3. HacTpouts MexceTeBble SKpaHbl
U1l OJIOKHPOBKU BPEIOHOCHOTO
Tpaduka

3.4. IlepeBecTr BCE MOPAKCHHBIE
PECYPCHI B PEXKHM TEXHOJIOTUIECKOTO

00CITyKHBaHHSL, YTOOBI IIPOBECTH
MUArHOCTHKY M BOCCTaHOBJICHHE 0€3
pHUcCKa JUIs I0JIb30BATENIEd U TAHHBIX

3.5. UnentudunupoBats U
OCTaHOBHTD MPOIIECCHI H CITYKOBI,
KOTOPBIC HE JIOJKHBI OBITH
AKTUBHBIMH B HOPMAJIGHBIX YCIOBHUSX
VT BBI3BIBAIOT MOJIO3PCHUS

2.5. Ocy1ecTBIsITh HENPEPBIBHBIN
MOHHUTOPHHT M30JIMPOBAHHBIX
CETMEHTOB CETH Ha MPEIMET HOBBIX

3apakeHu i

3.6. I3MeHnTh mapoJiu BCeX YYETHBIX
3anmuceld. YO0eauTcs, YTo BCe CTaphle
ceccuu ObLIM 3aBEPLICHBL, YTOOBI
HPEOTBPATUTh JOCTYTI IO
YCTapeBUINM YYETHBIM JIaHHBIM

3.7. IlpoBectu aHanu3
TTOIO3PHUTENBHBIX MTPOIECCOB U CITYKO
JUISL TIOATBEPIKICHUS UX BPEIOHOCHOM
AKTHBHOCTHU

3.8. IIpoBecTu cpencTBaMu
AQHTUBHPYCHOW 3aIIUTHI TIOJIHYIO
IIPOBEPKY BCEX CHCTEM U JTaHHBIX C
HCIIOJIb30BAaHUEM aKTyaJIbHBIX
AHTHUBUPYCHBIX 0a3 A7l 0OHAPYKEHHS
Y yTaJICHNS] BO3MOYKHBIX
BPEOOHOCHBIX IIPOrpPamMM

3.9. Yaamuts BIIO c 3apaskeHHBIX
CHCTEM, a TaKXKe BCE BPEJIOHOCHbIE
MPOLIECCHI, CITY>KOBI U CBS3aHHBIE C
HUMH (ailibl

4.2. IIpu HEBO3MOKHOCTH
BOCCTAHOBJICHHS JaHHBIX U3
PE3epBHBIX KOMUI PaCCMOTPETh
BO3MOKHOCTb TTPHUBIICYCHUS
opranuzanuu aureH3natoB GCTIOK
Poccuu nnm npousBoguTenel CpeicT
AHTUBUPYCHOH 3aIMUTHI IS
BOCCTAHOBJICHHUS 3alTU(PPOBAHHBIX
JIAHHBIX

4.3. OOHOBHTH BCE MPOTPAMMHOE
o0ecreYeHne U YCTAaHOBHUTh
MTOCIIeTHAE OOHOBICHUS
0€30IMacHOCTH JIJISl BCEX
MPOTPAMMHBIX KOMITOHEHTOB
MPEBAPUTEIHHO MPOTECTUPOBAB UX
PpaboTOCIIOCOOHOCTh H

COBMECTUMOCTD

5.1. IloAroTOBUTH U PaCIpOCTPaHUTh
“H()OPMAITUIO BHYTPH OpraHa
(opraHm3aIun) 0 COCTOSHAN
UHQPaCTPYKTYPHI H 0KUIAEMOM
BpPEMEHHU BOCCTAHOBJICHUS

6.1. Pa3paboTath 1 BHEAPUTH MEPHI
10 COBEPILICHCTBOBAHUIO CHCTEMBI
3aIlUTHI HA OCHOBE PE3YJIbTATOB
MIPOBEIEHHOT O aHAJIN3A JUIS
MIOBBIIIEHHS YCTOHYMBOCTH
OpraHu3amuy K Oy IylnuM aTakam

5.2. He mnaTuTh BBIKYT BBIMOTATEIIsIM,
TaK KaK 3TO HE TapaHTHUPYET
0€30I1aCHOCTh JAHHBIX U
CIIOCOOCTBYET NallbHEHIIIeH
MPECTYITHOHN EATEIbHOCTH.

5.3. YBeIOMHUTH 3aMHTEPECOBAHHBIC
CTOPOHBI O BO3MOXXHOM BIUSIHUU
WHITU/ICHTA Ha UX MIPOIECCHI
MPEIOCTaBUTh HH(DOPMAIIUIO O Mepax,
MPEANPUHUMAECMEBIX VISl €TO
YCTPaHEHHUS

5.4. llogroroButs HH)OPMALIMOHHOE
COOOLIEHUE C ONUCAHNUEM CUTYAlUH,
MIPUHIMAEMBIX Mepax U
PEKOMEHIAMX A
3aMHTEPECOBAHHBIX CTOPOH (110
COIJIACOBAHMIO C PYKOBOJICTBOM)

5.5. O6patuThest IpU HEOOXOAUMOCTH
k aunensnaraMm @CTOK Poccun, a
TaKXe K OPraHU3alusM, SBISIFOIUIMCS

aKKPEAUTOBAaHHBIMH [IEHTPaMU
I'ocCOIIKA, 3a KoHCyNbTalIUEH U
OKa3aHHEM YCIYT 10 PacCIeIOBaHHIO
MHIOU/ICHTA

5.6. CooOmuTh 0 X01€ U

pe3yibTaTax paccie0oBaHNs aTaKu U

npuHAThIX Mepax B HKLIKHY,
OCTIK Poccuun

O0o3HauyeHus

Dransl HeUTpanu3aluu yrpo3 6€30macHOCTH UHpOpMaLu

MepBI, HaIIpaBJICHHBIC Ha HeflTpaHI/I3aHI/IIO yrpos 0€e30IacHOCTH
I/IH(l)OpMaI_II/II/I, CBA3aHHLIX C BHCAPCHHUEM BI/IPYCOB-H_II/I(l)pOBaJ'IBH_[I/IKOB

* Peanuzanus YKa3aHHOTO MOPAIKA HE TOJHKHA IIPOTUBOPEUYUTH MEPOIIPUATHUAM, IIPEITYCMOTPEHHBIM [ JTaHOM pearupoBaHus Ha KOMIBIOTEPHBIE MHIIUIEHTHI, Pa3pad0TKa U peajn3aiusi KOTOPBIX IIPEAYCMOTPEHA HOPMATUBHBIMHU ITpaBoBbIMH akTaMu @CB Poccun
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